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ABSTRACT 
 

The most significant challenge in the security of information and communication networks is the escalating number of malware types, followed by the search for 
appropriate methods to protect systems against them, which is one of the most critical concerns of programmers and information security specialists, along with 
the prompt recognition and identification of methods to combat malicious effects, such as malware. The purpose of this study is to use static and dynamic analytic 
approaches, as well as first- and second-order texture statistics, to detect and classify multi-class malware. The most important conclusions reached were that the 
order texture statistics approach provides better results than traditional methods (decision tree algorithm and naïve Bayes algorithm) in terms of improving 
precision, detection rate and false alarm rate, indicating the algorithm’s efficacy in cyberattack detection systems. 
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1. Introduction 
In recent years, one of the most significant challenges in the security 
of information and communication networks has been the escalating 
number of malware types, followed by the search for appropriate 
methods to protect systems against them, which is one of the most 
important concerns of programmers and information security 
specialists. Malware consists of viruses, worms, trojans, adware, 
spyware and ransomware that disrupt system function, spy, steal 
private information and constitute a hazard to users and operating 
systems (Dutta et al., 2022). Malware is increasing at an alarming 
rate, prompting computer security specialists to develop new 
methods for protecting computers and networks. The builders of 
computer viruses utilise polymorphic strategies to create viruses with 
mutable internal structures. A popular technique for detecting 
malware is to compare the signature of the studied file to the 
signature of known dangerous programs (Aslan and Samet, 2020). 

Nevertheless, this technique is ineffective in identifying unknown or 
novel malware types. Hence, traditional methodologies, including 
static and dynamic analysis, are used. Static analysis analyses 
malware without executing it and disassembles the code to find 
unusual actions. Typically, static analysis recovers opcodes. That 
indicates code functionality, function calls performed by executables 
or dangerous API call sequences, while dynamic analysis executes the 
code in a controlled environment to detect malicious behaviour. 
Dynamic analysis looks for system calls made by malicious programs, 
negative file actions, registry modification records or suspicious 
networks. Both static analysis and dynamic analysis are used to detect 
malware (Han et al., 2019). 

In the topic of virtual security, to create security in a computer system, 
intrusion detection systems (IDS) are required, in addition to firewalls 
and other intrusion prevention equipment, so that if an intruder gets 
past the firewall, antivirus and other security equipment and intrudes 
the system, it can be diagnosed, and a solution can be devised to deal 
with it. There are three ways to categorise IDS: detection technique, 
architecture and a response to an incursion. Methods of intrusion 
detection include the detection of anomalous activity and misuse 
(signature-based detection). There are several architectures for IDS, 
which may be roughly categorised into three groups: host-based, 

network-based and distributed IDS (Singh and Singh, 2014). In this 
paper, we used detection systems for computer network attacks, 
focusing on multi-class malware classification using order texture 
statistics to improve effectiveness. We used the min–max ascending 
method to evaluate the KDD-Cup99 dataset and analyse the accuracy 
of network attack detection based on device characteristics. This 
paper aims to examine the features of multi-class malware and 
identify them using first- and second-order texture statistics methods. 
In addition, the accuracy of multi-class malware detection is also 
expected to be improved compared to traditional methods, such as 
decision tree (DT) and naïve Bayes (NB) algorithm. 

2. Order Texture Statistics 
Order statistics refer to the statistics obtained from the ordered values 
of a sample; they are instrumental in non-parametric statistics and 
fundamental in various statistical analyses. Moreover, order statistics 
help in analysing life data and failure times; the distribution of order 
statistics can be derived from the parent distribution of the sample. 
Order texture statistics are used in image processing and computer 
vision to analyse and characterise textures within images; these 
statistics can be categorised into different orders based on the 
complexity of the statistical measures (Arsenault et al., 2011). 

2.1. First-Order Statistics 
These involve basic measures, such as mean, variance and histogram 
of pixel intensities. They do not consider the spatial relationship 
between pixels. The first-order statistic or smallest-order statistic is 
always the minimum of the sample, that is, 𝑋(") =
min	{𝑋",				.			.		. , 𝑋$}. 

2.2. Second-Order Statistics 
These include measures such as the co-occurrence matrix, which 
captures the frequency of pixel pairs with specific values occurring at 
a certain distance and orientation. It helps in understanding the 
texture’s spatial structure. Similarly, for a sample of size n, the nth-
order statistic (or largest-order statistic) is the maximum, that is,	
𝑋($) = 𝑚𝑎𝑥	{𝑋", .		.		 . , 𝑋$} (Hung et al., 2019). 
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2.3. Higher-Order Statistics 
These involve more complex relationships between three or more 
pixels. They can capture intricate patterns and are useful for more 
detailed texture analysis. For 𝑋",				.			.		. , 𝑋$  iid continuous random 
variables with P.D.F (𝑓)  and C.D.F (𝐹) , the density of the order 
statistic (𝑘%&) is as follows (Arsenault et al., 2011): 

𝑓(')(𝑥) = 𝑛𝑓(𝑥) 4
𝑛 − 1
𝑘 − 17 	𝐹(𝑥)

'("	(1 − 𝐹(𝑥))$('																(1)	

To assess the performance of the order texture statistics algorithm 
and verify its correctness, we used the evaluation criteria outlined 
below.  
TP: This is the number of correctly recognised features. 

TN is the number of wrong features that are correctly recognised. 

FP: It is the number of correct features that are incorrectly recognised 
as false. 

False negative (FN): This is the number of false features that are 
falsely recognised as correct. 

FN is the case where something is mistakenly classified as negative 
even though it is positive. In simpler terms, it is a case where a test 
incorrectly identifies a condition as absent when it is present. 

Accuracy: It is the ratio of the number of correctly classified samples 
to all samples, which is calculated using the following equation: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁																																												(2) 

Precision: It is the ratio of correctly classified positive samples to all 
available positive samples. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃																																																																		(3) 

Recall: It is the proportion of positively identified samples to the total 
number of positive samples. It should be noted that some of the 
samples that have been diagnosed as positive are wrong and included 
in the FN collection (Viswanath and Krishna, 2021). 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁																																																																									(4) 

2.4. NB 
NB, a highly adaptable probabilistic machine-learning algorithm, 
demonstrates remarkable efficacy across a diverse spectrum of 
classification tasks. From filtering spam and unwanted messages to 
categorising documents and predicting sentiment, this algorithm 
consistently delivers precise outcomes. Its robust foundation in 
Bayes’ theorem empowers it to accurately assess the likelihood of a 
hypothesis based on available evidence, making it a valuable tool for 
various applications. According to Bayes’ theorem, the posterior 
probability distribution is given this way: 

𝑃(𝛼|𝛽) =
𝑃(𝛽|𝛼). 𝑃(𝛼)	

𝑃(𝛽) 																																																															(5)	

The probability of (𝛽), given that (𝛼) is true, is denoted as 𝑃(𝛽|𝛼). 
𝑃(𝛼) and 𝑃(𝛽) represent the independent probabilities of (𝛼) and 
(𝛽 ). Assuming attributes are conditionally independent given the 
class, for attribute value data, this assumption results in the following: 

𝑃(𝛽|𝛼) =N𝑃(𝛽)|𝛼)
$

)*"

																																																																		(6)	

This is where (𝛽)) is the value of (𝑖%&) attribute in (𝛽), and (𝑛) is the 
number of attributes. 

𝑃(𝛽) =N𝑃(𝑐)). 𝑃(𝛽|𝑐))
'

)*"

																																																											(7)	

This is where (𝑘) is the number of classes and (𝑐!) is the (𝑖"#) class. 
Formula (1) can be calculated by normalising the numerators on the 
right-hand side of the equation (Webb et al., 2010). 

2.4.1. NB Classifier 

The NB classifier is a probabilistic model based on Bayes’ theorem. It 
assumes that all features are independent (hence ‘naïve’). Despite this 
assumption, it performs remarkably well in many applications, 
particularly text classification. The classifier works by calculating the 
probability that a given feature set belongs to a particular class and 
then chooses the class with the highest probability. It is fast, simple 
and efficient for large datasets. This makes it popular in spam filtering, 
sentiment analysis and recommendation systems. While it may not 
capture all complexities, its simplicity often leads to surprisingly 
accurate results. There are several variants of naive Bayes, including 
multinomial naive Bayes, Gaussian naive Bayes and Bernoulli naive 
Bayes. Each variant makes certain assumptions and works for 
different data types (Sammut and Webb, 2017). 

2.5. DT 
This non-parametric, supervised learning algorithm is handy for 
classification and regression tasks, allowing users to visualise the 
decision-making process clearly and intuitively. By structuring data in 
this hierarchical format, DTs facilitate the identification of optimal 
choices based on available information. This approach enhances 
transparency and encourages informed decision-making, making it a 
valuable asset in numerous fields (Pathak et al., 2018). 

The fundamental structure of a DT consists of three key elements: 
nodes, branches and leaves, where the root node serves as the 
starting point, representing the initial decision or question. From 
there, branches extend to possible outcomes, creating a pathway for 
each potential decision. Each branch leads to additional nodes, which 
further dissect data until reaching the terminal or leaf nodes. Leaf 
nodes signify the final decision or classification, indicating the end of 
the decision-making process (Song and Ying, 2015). 

DTs can be categorised into two primary types: classification trees 
and regression trees. Classification trees are designed to address 
classification-type problems, where the objective is to assign a 
category or label to a given input. In contrast, regression trees focus 
on prediction-type problems, aiming to forecast continuous 
outcomes. The key difference between these two types lies in how 
they split data; classification trees utilise Gini impurity error 
calculations, while regression trees employ mean squared error as 
their impurity metric. This distinction is crucial because it determines 
the appropriate application of DTs depending on the problem at hand 
and demonstrates their versatility in data analysis (Loh, 2011). 

The DT algorithm decisively categorises a large volume of records 
into smaller groups using simple decision rules. This process yields a 
tree structure with distinct leaf nodes and decision nodes. Applying 
the information gain theory, the DT algorithm effectively identifies 
the attribute that best segregates the dataset. Information (Y) is then 
calculated using the following formula (8): 

𝑌 =R𝑃(𝑥))𝑙𝑜𝑔+	𝑃(𝑥))
$

)*"

																																																														(8) 

Formula (8) is a measure of impurity or randomness in a dataset and 
determines how well a feature (or attribute) divides the data. Lower 
values indicate more informative splits, which helps create more 
accurate DTs. The underlying principles behind DTs are much easier 
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to understand and interpret than other complex machine-learning 
algorithms (Ullah et al., 2020). 

2.6. World Wide Web 
The World Wide Web functions as a database managed by humans to 
store and exchange vast amounts of information. However, it differs 
from conventional databases in its breadth, rapid dynamism and 
diversity. Moreover, its vast size makes it impossible to determine or 
measure it accurately; the number of pages is not restricted, and the 
data submitted by a user determine their content. Another difficulty 
is the quick evolution of website content (Jacksi and Abass, 2019). 

Online documents are diverse for many reasons. Websites may also 
include photographs, movies and audio files in various forms, which 
may range in size from one byte to hundreds of gigabytes. Different 
versions and pages with erroneous syntax that do not adhere to W3C 
standards but are, nonetheless, readable by web browsers may be 
found among the most prevalent HTML files. Online material is often 
unstructured, comprising several languages, styles and varying 
quality (Seneviratne and Hendler, 2023). Although HTML pages 
contain some information, they are often unreliable, except for a few 
specific sites. The web graph creates a single linked component if web 
links are considered undirected edges. Many network nodes are 
inaccessible from the remaining nodes; the graph nodes can be 
separated into five distinct sections. The following structure is 
specified in web pages, as shown in Figure 1 below. The central core 
– strongly connected component (SCC) – is the primary element and 
the largest component linked to the graph. Any node in SCC can be 
reached in a limited number of steps from any other node in SCC. In 
Broder’s test, the size of the SCC is 50 MB, while the second largest 
associated component occupies only 150 KB of the page. 

Figure 1. Bowie-Tie Web Structure Described in the Article 

 
According to the given information, certain nodes are situated outside 
the SCC but can still be accessed through it. These nodes make up 
22% of the entire graph and are categorised as both OUT and IN 
components. The remaining nodes can either be reached from the IN 
components and can also reach OUT, or they are not accessible from 
any of the previously mentioned nodes (DISC; Broder et al., 2017). 

2.7. Architecture of Web Search Engines 
While the inner workings of commercial search engines remain 
largely confidential, it is widely believed that their overall architecture 
closely resembles the following diagram. This architecture comprises 
three distinct logical components: the browser downloads web pages 
to a local repository, the indexer performs operations on these pages 
and the query engine handles user queries using the data pre-
processed and generated by the indexing process. 

Researcher: Using hyperlinks, the crawler crawls the online graph and 
downloads newly identified pages; pages that have been 
downloaded are saved in a local repository. The primary obstacles in 
probe design are as follows: 

Coverage: The crawler downloads as many pages as possible but does 
not permit website overhead; it also adheres to constraints that 

prohibit repeated queries. 

Novelty: Invalid pages must be reloaded, pages that often change 
must be re-fetched and those that change seldom are rarely updated. 
The probe’s mission is to simultaneously preserve freshness and 
coverage. 

Indexing: To provide a search result in a fraction of a second, 
substantial precomputing is necessary. During the precomputation of 
various databases, indexes are built. The primary index includes the 
declaration list of all document IDs and their occurrence places for 
each word w. The notification list is parsed for each query term to 
provide a list of documents matching the query. This index is 
sometimes referred to as an inverted index since it represents a 
transliteration of the link between documents and words. The 
repository’s documents are typically analysed and annotated 
concurrently with the index’s construction. In addition to the primary 
index, databases and other indices are created, often utilised by the 
explorer or a ranking system (Arya, 2024). 

2.8. Cyber Security 
Cyber is a term derived from Cyberspace, which refers to the processes 
used to govern and regulate complex human or machine systems. 
Cyberspace is defined as a common delusion experienced daily by 
billions of operators and children who are taught mathematics. Others 
have characterised cyberspace as a collection of internal human 
conversations using computers and telecommunications equipment, 
independent of physical location (Azmi, 2019). It has been over three 
decades since the first communication on the World Wide Web, which 
was later renamed the Internet. Although the idea of a global village and 
the dominance of a particular culture over the entire world, known as 
globalisation, was an exaggeration, the development of 
communication and its rapid growth in a short period had positive 
outcomes. However, the negative impact on societies and the attempts 
of some forces to manipulate global opinion cannot be ignored. As a 
result of the evident danger posed by this dispersed power, several 
governments have attempted centralised control over such a chaotic 
network. In the past, the United States tried to restrict the use of 
cryptographic technology and control verbal communication through 
the Communications Decency Act and the Key Recovery Initiative, 
respectively. Many countries have imposed strict rules regarding these 
issues. However, internet users and stakeholders have strongly 
opposed these regulations, leading to conflicts. Cyberattacks can be 
defined in several ways, including illegal access to computers and data, 
as well as the malicious destruction of information systems, including 
hardware and software. Some examples of cyberattacks include spam, 
denial-of-service attacks and malware (Mishra et al., 2022). 

It is possible to identify, track and predict cyberattacks by analysing 
the massive volume of data collected from various sources to develop 
a cyber situational awareness system, where three basic subsystems 
of cyber assault comprehension, comprehension and visualisation 
are required, as seen in Figure 1. The terms visualisation and 
prediction are often used interchangeably, but it is important to note 
that these two concepts have distinct meanings. Forecasting involves 
making educated assumptions to predict future events, while 
visualisation is simply a way of representing what is currently 
happening or what has already happened. Forecasting is used to 
estimate future events with varying degrees of probability, while 
prediction forecasts specific future occurrences. This distinction is 
important because the future is not always certain and can be 
affected by random events (Ji et al., 2019). The subsystem for 
comprehending cyber assaults collects signs and learns ideas. 
Without this subsystem, it is highly likely to develop an inaccurate 
picture of the cyber environment under command and control. This 
subsystem helps understand what is happening in the cyber 
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command and control area (Ding et al., 2014). 

Deception attacks are assaults during which the attacker’s intention 
is to outsmart IDS using a method that is not detectable or 
recognisable. Network layer attacks: Network-layer attacks are 
carried out by modifying packet header values, such as TTL fields and 
packet control fields, or by breaking smaller packets. Transport layer 
attacks: Unauthorised users exploit protocol headers of the 
transmission layer, mainly TCP, to access targeted systems in this type 
of attack (Dipert, 2016). Denial-of-service attacks: IDS often have 
central logging servers that store notifications from the system. These 
servers are responsible for centralising alert data. However, if an 
intruder knows the IP address of the central register server, they may 
use a denial-of-service attack to slow it down or even shut it down 
completely. This can be dangerous, as the attack may remain hidden 
after the server is shut down because warning data are no longer 
being collected (Tan et al., 2011). 

3. Malware Identification Methods 
Malware refers to malicious, harmful software. Cyber-attackers 
create malware to gain access to or harm a computer or internet 
network, and the victim of the assault is often unaware of its 
presence. Whenever malware infects a computer, it allows hackers to 
obtain unauthorised access to data, devices and systems. Malware 
was initially designed as cyber vandalism to crash computers, alter 
background images or gain access to personal information. However, 
in the hands of cybercriminals, it has become a tool for making money 
by stealing valuable information to blackmail businesses, hacking 
passwords to gain access to bank accounts or committing identity 
theft (Akhtar and Feng, 2022). Malware is available in several forms, 
such as backdoors, computer viruses, trojans, worms, cheats and logic 
bombs. Malware detection is difficult due to the variety of malware 
types and the technological tactics malware writers employ, such as 
encryption, obfuscation and dynamic programming. Hence, 
technologies such as extensive data machine learning are used to 
discover applications. In addition, ransomware is a sort of malware in 
which the malicious agent encrypts all or a portion of the victim’s data 
and demands payment in return for the decryption key. With 
worldwide ransomware losses increasing, ransomware has become 
one of the most lucrative malware attacks for criminals (Butt et al., 
2010). Cyberattacks are primarily categorised into two types: targeted 
and non-targeted attacks. Targeted attacks are focused on a specific 
target, such as a particular organisation or equipment, while non-
targeted attacks are opportunistic, targeting any organisation without 
adequate security. The speed of IDS is a significant challenge because 
attackers may have enough time to cause damage. Social media users 
generate the most data; an example is the average of 95 million 
photos and videos uploaded on Instagram daily. In addition, 
Facebook users publish an average of 510,000 comments and 
293,000 status changes every hour. Other communication systems 
also produce vast quantities of data. With an average of 156 million 
emails sent each minute and 154,200 Skype calls per minute, social 
media users are not the only contributors to the surge in data 
generation. Old database systems cannot handle the massive amount 
and velocity of big data, so novel or improved versions of data 
processing algorithms are necessary. Big data comes in various forms 
and is rarely ready for direct analytics use. Therefore, preprocessing 
or staging is required to refine the massive data after data collection. 
Such preprocessing involves preparing a dataset for processing to 
make it worthwhile. These data are then used for further processing 
and analysis. 

Statistical approaches, data mining, parallel algorithms, machine 
learning and soft computing are examples of data analysis 
techniques. The analytics application contains a query interface 

adapted to the needs of the application in question. This query 
interface functions as a dashboard that examines the data product the 
user wishes to create. The last step in processing is data visualisation. 
Visualisation entails generating visual summaries of data, which are 
the outcomes of information processing. This stage is regarded as the 
most crucial step in the process since the accurate comprehension of 
the data is related to their quantity, and the greater the volume of 
data, the more challenging it is to visualise and comprehend (Alani, 
2021). 

3.1. Capability-Based Malware Cyberattacks 
Let x as be a Bernoulli variable that indicates the ability of the attacker 
to execute an attack a on the service 𝑠 ∈ 𝑆 . Mathematical hope 
(𝐸[𝑋,-])𝑋,-  is calculated from the following conditional probability 
relation: 

𝑝(𝑆|𝑆-) =
.(/∩/!)
.(/!)

																																																																											(9)  

To add the influence parameter to the above probability relation, we 
divide the services in the network into four types: services where the 
𝑆1  attack failed, 𝑆2  services that have been discovered, services 
whose control 𝑠3 is partially controlled by the attacker and services 
whose control 𝑠$ is completely controlled by the attacker. 

𝑝(𝑆|𝑆-) =
.(/"⋃/#⋃/$⋃/%⋃/!)

.(/!)
																																																					(10)         

For each service (S) and each attack (a), the credibility score 
(𝑝(𝑠│𝑆-)) and the reliability score (𝑟) are calculated. A method is 
implemented for the network capability visualisation for each host, 
and this procedure begins by receiving the current attack rejection 
warnings (T Current), which also shows that the introduced algorithm 
is in real time. For all these warnings, the element that represents the 
target of the warning and the state change of that element 𝑆-  are 
stored as a binary set. To evaluate the capability of a component in a 
virtual environment of a cyber battle scene, the system refers to the 
history of attack rejections and extracts the attack rejections in which 
the desired component was present. Then, it calculates the ratio of the 
number of attack rejections in which this selected component was 
present and changes its state to the number of attack rejections that 
the desired part is a member of. This ratio serves as a measure of the 
desired component’s capability and is calculated in a non-
professional manner (Tan et al., 2011). 

3.2. Analysis of Problems 
Using the right multi-objective, linear programming approach and the 
minimum–maximum climbing method, we examined and enhanced 
security to categorise malware, identify component behaviour during 
various attack diagrams and compare the resulting outcomes after 
explaining the software and database. In general, to solve physical 
problems, there are three methods: 
1. exact solution method, 
2. numerical method (numerical solution), and 
3. experimental method. 

In tackling engineering issues, numerical methods are among the 
most practical approaches. Among the benefits of the numerical 
solution over other methods are the following: 
• The primary flaw of the laboratory techniques is that they are costly 

and time-consuming. In contrast, this is not the case with numerical 
solution methods. 

• The exact solution approach cannot assess models with complicated 
geometry; in this sector, only numerical methods, particularly finite 
elements, are utilised. 

• The exact solution cannot solve situations where boundary 
conditions are complex and standard numerical techniques are 
required. 
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MATLAB software was utilised in this study, enabling matrix 
computation and integration with other programming languages. 
Additionally, the MATLAB environment can be expanded by adding 
toolboxes for various purposes. 

3.3. Dataset Description 
The dataset was taken from the dependable KDD Cup 99 database, 
whose raw data consisted of 494,022 lines based on 40 distinct 
parameters examined for middleware, a particular attack. As the 
quantity of data is quite huge and its analysis with the intended system 
may be problematic, we analysed the number of 54,000 distinct modes 
based on the same 40 middleware characteristics to define the kind of 
attack. This data must clarify that eight different types of assaults are 
examined, whose names and the number attributed to them are 
presented in Table 1 (Viswanath and Krishna, 2021). 

Table 1. Attacks Considered in the Database 
Attack name Assigned number 

normal (no attack) 1 
back 2 

Ipsweep 3 
ftp_write 4 

nmap 5 
smurf 6 

neptune 7 
multihup 8 

3.4. Data Processing 
Data preprocessing is a crucial step in preparing data for analysis, 
where the quality of preprocessing can significantly influence the 
results, potentially leading to the best or worst outcomes. Therefore, 
the preprocessing in this paper was carried out adhering to the 
following principles: 
3.4.1. Elimination of Noise and Outliers 

During data collection, some columns can be empty or contain 
illogical entries, such as question marks or Greek symbols. Identifying 
such anomalies is crucial in this phase. Since the dataset’s target 
column (attack types), protocol type column (TCP, HTTP, FTP, etc.), 
service type (HTTP, FTP, etc.) and flag type (SF, REJ, S3, etc.) consisted 
of strings or words, MATLAB recognised them as noise or outliers, 
necessitating their conversion to a compatible format for the data. 

3.4.2. Data Sorting 

Data sorting is essential for the MATLAB program to understand and 
process information. In this research, the rows correspond to the 
different states of the network components under study, while the 
columns relate to the attributes associated with these states, 
facilitating the distinction between attack and non-attack types. Since 
MATLAB software solves numerically, all variables must be labelled 
numerically. During this phase, every feature from the first to the 
fortieth was listed, and the target column had eight modes (Numbers 
1 to 8), of which seven were types of attacks, and one was expected, 
indicating that the middleware is not under assault. The classification 
of assaults is provided in Table 1. 

After all of them were turned into numeric variables, we imported 
them into MATLAB. In addition, it is essential to note that since the 
data had varied scales, they had to be converted into a standard 
format: 

𝑥̄ =
(𝑥 − 𝑥𝑚𝑖𝑛)(𝑑+ − 𝑑")

𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛 + 𝑑"																																																(11)	

According to the data, 𝑑" = 0 and 𝑑+ = +1 were selected. It can be 
observed that all the data are normalised in this standard interval. 
Data segmentation was done; 70% of the data was used to train the 
classifiers, while the remaining 30% was utilised to evaluate the 
model. To employ all the data for both objectives, these divisions 
were purely arbitrary. The (Randperm) function of the MATLAB 

program may generate a random index automatically, and the 
associated data are inserted in the appropriate matrices. Seventy per 
cent of the 54,000 lines of final data are 37,800. Therefore, 37,800 
data lines were used to develop the classification model, while 
16,200 non-educational data lines (30% of the original data) were 
used to test the model (Viswanath and Krishna, 2021). 

4. Results and Discussion 
In our research, we employed first-and second-order texture statistics 
to classify malware accurately. We used two additional techniques, 
the DT and the NB algorithm, to assess the effectiveness of the first- 
and second-order texture statistics (MILP). These techniques identify 
the type of attack using the mathematical connections established 
between malware classification and network attributes. The 
outcomes in Table 2 clearly show how feature extraction works well 
for malware classification using the MILP, DT and NB algorithms. 

Table 2. The Evaluation Results of Feature Extraction With MILP, DT and NB algorithms 

Amount in the test phase Amount in the training 
phase 

Parameter Algorithms  

4342 10292 TP 

First- and 
second-order 

texture statistics  

11847 27508 TN 
10 0 FP 
1 0 FN 

99.9321 100 Precision (%) 
99.977 100 Recall (%) 

99.7702 100 Accuracy (%) 
4337 10288 TP 

DT 

11839 27508 TN 
15 4 FP 
9 0 FN 

99.8519 99.9894 Precision (%) 
99.7929 100 Recall (%) 
99.6553 99.9611 Accuracy (%) 

4346 10289 TP 

NB 

11838 27508 TN 
6 3 FP 

10 0 FN 
99.9012 99.9921 Precision (%) 
99.7704 100 Recall (%) 
99.8621 99.7909 Accuracy (%) 

Figure 2 also shows the results of all three algorithms using a bar 
chart. 

Figure 2. Comparison of the Results Obtained From the Performance of the Presented Algorithms 

 
Additionally, this paper evaluated the maximum–minimum 
approach utilised in first- and second-order tissue statistics (MILP) 
with the most outstanding performance using the three criteria DR, 
FPR and AR, whose correlations are shown below. 

DR = (the number of assaults accurately identified as attacks/number 
of attacks in the test dataset) x 100. 

FPR = (the number of incorrectly categorised normal/total number of 
ordinary in the test database) x 100. 

AR = (the number of accurate sample classifications/total number of 
samples in the test dataset) times 100. 

The classification and evaluation performance of IDS improve with 
increasing DR and AR values and decreasing FPR values. Therefore, 
we checked the above criteria for the first- and second-order texture 
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statistics algorithms. 

The acquired values for the aforementioned criteria are shown in 
Table 3. 

Table 3. The Findings of the Maximum–Minimum Approach Used in the First- and Second-Order 
Texture Statistics Method 

FRP AR DR The number of features 
2.689 94.323 95.214 5 
2.457 97.6524 98.632 10 
2.021 96.02 97.6587 15 

2.3365 97.874 99.021 20 
2.465 89.365 89.963 25 
0.978 82.547 74.524 30 

2.0142 80.3321 75.698 35 
15.224 78.547 78.996 40 

Based on the data, it was determined that as the number of features 
in this approach increases, the AR and DR criteria decrease, while the 
FPR criteria increase. This investigation was conducted using 40 
parts, and it was discovered that the maximum DR and AR values 
were achieved by analysing 20 features because some characteristics 
have little bearing on selecting the sort of assault. 

Now that the accuracy of the necessary approach to identify attacks 
has been defined, it is viable to detect network assaults and victims. 

Table 4. A High and Low Impact Level Attack Scenario 

Level 
A high-impact level attack scenario A low-impact level attack scenario 

The address of the 
attacker 

The address of the 
victim 

The address of the 
attacker 

The address of the 
victim 

1 9.5.231.72 192.168.1.3 9.5.231.72 192.168.1.3 
2 237.22.202.140 192.168.1.3 237.22.202.140 192.168.1.3 
3 178.87.46.91 192.168.1.3 178.87.46.91 192.168.1.3 
4 192.168.1.3 192.168.2.8 192.168.1.3 192.168.2.6 
5 192.168.1.3 192.168.2.9 192.168.1.3 192.168.2.6 
6 192.168.1.3 192.168.2.18 192.168.1.3 192.168.2.9 
7 192.168.1.3 192.168.2.18 192.168.2.9 192.168.4.35 
8 192.168.2.18 192.168.4.22 192.168.2.9 192.168.4.16 
9 192.168.4.22 192.168.6.111 192.168.2.9 192.168.2.2 

10 192.168.6.111 192.168.7.9 192.168.2.2 192.168.5.5 

In Table 4 above, we provide two instances of assault scenarios with 
high and low degrees of effect. The stealthiness of an attack suggests 
that the attacker may have utilised many intermediary sites end 
routes to the victim, but the exploits of these hosts have not been 
uncovered. Our results showed that this combination, based on the 
belief transfer model, can achieve high accuracy against high-impact 
attacks, especially in networks with strict firewalls and limited 
services. Although low-impact attacks may undermine this approach, 
the belief transfer model is still effective. 

The next table (Table 5) shows an attack scenario with a hidden 
parameter. 

Table 5. An Attack Scenario with Stealth Parameter 
Level The address of the Attacker The address of the victim 

1 9.5.231.72 192.168.1.3 
2 237.22.202.140 192.168.1.4 
3 192.168.1.3 192.168.2.7 
4 192.168.2.9 192.168.4.20 

According to the assaults, based on the scenarios provided in Tables 
4 and 5, the performance of each of the two techniques without and 
with the combination of capability and opportunity for attacks with 
various parameters was assessed. Rather than pinpointing the next 
target of an assault, the primary function of cyberattack visualisation 
systems is to produce a prioritised list of viewable targets. To specify 
method efficacy, we must examine the percentage of probability 
acquired for the attacked host one step before the assault. 

5. Conclusions 
• Using the maximum–minimum approach utilised in first- and 

second-order tissue statistics (MILP), three crucial method assessment 
criteria – DR, AR and FPR – were examined. A comparison of the 
findings revealed that the MILP approach is superior to the other 
methods, indicating the algorithm’s efficacy in cyberattack detection 
systems. 

• The NB algorithm, DT and the order texture statistics approach were 
compared, and it was found that the order texture statistics approach 
provided better results with improved precision, detection rate and 

false alarm rate. 
• The findings indicate that combining capability and opportunity 

based on the belief transfer model has a high degree of accuracy 
against high-impact attacks in normal mode and is more effective 
when the network has a firewall with rigorous regulations and 
restricted auxiliary services. 

6. Recommendations 
• In the topic of virtual security, IDS are required – in addition to 

firewalls and other intrusion prevention equipment – to create 
complete security in a computer system so that if an intruder gets past 
the firewall, antivirus and other security equipment and invades the 
system, it can be diagnosed, and a solution can be devised to deal with 
it. 

• Using enormous amounts of data, it will be necessary to examine the 
efficacy of architecture and the parameters incorporated in the 
confidence-meter algorithms at each step of the assault. Future 
concerns may include presenting algorithms to measure the influence 
of current and future scenarios and combining belief meter algorithms 
more effectively. 
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