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ABSTRACT

The concept of the Internet of Things (IoT) has fundamentally redefined the connectivity landscape by integrating physical devices with the Internet for data
exchange. The Web of Things (WoT) takes this integration a step further by embedding loT devices within the web, thus facilitating their interoperability.
However, the inherent complexity of WoT architecture requires a layer of abstraction to simplify development and integration. Patterns and reference
architectures (RAs) provide such an abstraction, modeling solutions for recurrent problems within this domain. In this paper, we aim to develop an RA for the
WoT ecosystem. We use architectural patterns to build the RA of the WoT. Here, we present the WoT gateway pattern, which provides a clear and adaptable
framework for integrating diverse loT devices, ensuring seamless communication and functionality within the broader web ecosystem. The purpose of this pattern
is twofold: to ensure the interoperability of WoT implementations and to serve as a foundational guide for developers navigating the multifaceted challenges of
WoT system design. The pattern also paves the way for building an RA for loT environments.
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1. Introduction

The Internet of Things (loT) has revolutionized how we interact with
the physical world through interconnected devices and systems. It
encompasses a wide array of technologies that enable devices to
collect, exchange, and act on darta, often with minimal human
intervention. However, as the loT landscape expands, it has also
become a complex web of proprietary systems with significant
interoperability challenges. To address these issues, the Web of
Things (WoT) has emerged as a unifying layer designed to enable
interoperability across various loT platforms and domains by
leveraging web technologies.

The WoT seeks to create a cohesive ecosystem where loT devices can
communicate seamlessly, regardless of the diverse protocols and
standards they may employ. Its integration into loT architecture
introduces a new level of standardization and interaction, allowing
devices to effectively communicate, share, and act upon data. This
approach is expected to mitigate existing loT challenges, such as
siloed ecosystems (Nedeltcheva and Shoikova, 2017) and lack of
uniformity (Achirei eral, 2020), by providing a common ground that
fosters innovation and simplifies the development of loT solutions.
The application of WoT is particularly significant in ensuring that as
the number of loT devices grows, they can operate in harmony,
creating more intelligent and responsive environments.

This paper introduces a pattern for WoT architecture as a
foundational step toward building a reference architecture (RA) for
the WoT ecosystem. The intended audience includes system
architects and system designers. Patterns have been instrumental in
modeling various virtualized environments (Alnaim er al, 2019;
Alwakeel eral, 2019a; Syed and Fernandez, 201 8), offering solutions
to recurring design and architectural challenges. They address
common problems such as flexibility (Alnaim er al, 2019),
heterogeneity (Fernandez and Hamid, 2015), and elasticity (Syed er
al, 2016). Furthermore, RAs have proven effective as tools for
abstracting complex systems that often lack clear semantics.

Implementing an RA for WoT aids in understanding the system's
functionality and identifying potential vulnerabilities. Over time, this

RA could evolve into a security reference architecture (SRA) by
incorporating misuse and security patterns addressing potential
threats and vulnerabilities within the system. Despite this potential, a
noticeable gap exists in the application of patterns to WoT. While loT
architectures provide general frameworks, WoT's unique challenges
require more precise modeling.

The primary contribution of this paper is the development of a
comprehensive RA for the WoT. This RA simplifies the integration and
management of loT devices across different platforms and protocols
while enhancing interoperability and scalability. The WoT
architecture defines an abstract architecture based on modular
building blocks applicable across diverse application domains. This
abstract architecture, as described by the World Wide Web
Consortium (W3C), is not prescriptive but descriptive, emphasizing
interoperability and complementing existing loT standards rather
than replacing them (Lagally eral, 2023).

The remainder of the paper is structured as follows: Section 2
provides the background of WoT architecture, patterns, and RA.
Section 3 presents a pattern for WoT. The paper concludes with
insights and directions for future research.

2. Background
2.1. Web of Things

WoT architecture, developed by the W3C, is a conceptual framework
designed to foster interoperability among disparate loT devices and
platforms (Lagally eral,2023). At its core, WoT aims to integrate loT
with the World Wide Web, establishing a uniform way to
communicate across various protocols and data formats. The
architecture leverages web standards to create a common interface,
with the goal of making loT devices as accessible and interactive as
web pages and services. This approach enables developers to build
cross-platform applications and facilitates efficient communication
between devices, regardless of their underlying hardware or software
specifications.

The WoT architecture comprises several key components (Lagally er
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al, 2023). At the forefront are WoT Thing Descriptions (TDs), which
serve as the loT equivalent of web pages. TDs provide a standardized,
machine-readable format for describing the metadata, properties,
interaction affordances, security requirements, and events associated
with loT devices. Another critical component is the WoT Binding
Template, which extends TD functionality by defining how the
abstract interactions described in TDs are implemented over various
communication protocols. This ensures that devices not only
communicate but do so in a consistent and comprehensible manner
across diverse network environments.

Complementing these components are WoT Discovery mechanisms,
which facilitate the dynamic detection and integration of devices
within the loT ecosystem. These mechanisms enable the automatic
identification and configuration of new devices as they join the
network, significantly simplifying the process of expanding and
maintaining loT systems. Together, these components form the
backbone of the WoT framework, promoting a seamless,
standardized, and scalable approach to IoT device interoperability
and management.

2.2. Patterns

A pattern is essentially a solution to a recurring problem within a
specific context (Buschmann er al, 2001). Software patterns, such as
design and architectural patterns, are instrumental in developing
systems that are both flexible and extensible. Security patterns focus
on constructing secure systems by detailing methods to manage
threats, address vulnerabilities, and implement necessary security
measures (Fernandez er al, 2016). Similarly, misuse patterns offer
insights into how attacks are executed from the attacker's
perspective. They specify the conditions conducive to an arttack, the
required security measures, and methods for gathering forensic data
post-incident (Alnaim, 2022).

In this paper, patterns are used to define the principal components of
the WoT. Patterns serve as a robust mechanism for articulating
comprehensive solutions that encompass not only software but also
hardware and physical elements that collectively form ecosystems.
These patterns are typically structured as templates with designated
sections. In our approach, we adopt the POSA (Pattern-Oriented
Software  Architecture) template (Fernandez, 2013). The
documentation of these patterns may include UML modeling
techniques and formal language descriptions to ensure clarity and
precision.

2.3. Reference Architecture

A RA serves as a conceptual blueprint for one or more domains,
focusing on architectural aspects without addressing specific
implementations (Angelov er al, 2012; Avgeriou, 2003 and Cloutier
etal,2010). AnRA is designed to outline the core components of a
system and their interactions, providing an architectural framework
tailored to a specific domain. Key attributes that enhance the utility
of RAs include configurability, extendibility, and reusability
(Avgeriou, 2003). Beyond class and sequence diagrams, an RA may
include a collection of use cases (UCs) and a set of roles (R)
corresponding to its stakeholders or actors (Pankowska, 2015).

RAs can be categorized into various types, such as those for the
technology domain, which details platforms and design artifacts
(Angelov er al, 2012); those for the application domain, which
describe different types of applications; and those for the problem
domain, which are similar to domain models but tailored for software
solutions. Stakeholders of an RA may include groups, individuals,
organizations, and systems that have a vested interest in the system
and influence its design and development (Avgeriou, 2003). To
enhance its security features, an RA can be transformed into an SRA

by integrating security patterns that address and mitigate identified
threats (Avgeriou, 2003 and Alnaim er a/, 2022).

3. Related Work

Numerous studies have been conducted to develop and refine the
architecture of WoT. Guinard er a/ (2010) detailed a resource-
oriented architecture rooted in RESTful principles. Zhang, Cheng, and
Ji (2012) introduced a Social WoT framework that merges RESTful
web services with social networking elements. Guinard (2011)
further advanced the field by proposing a four-layered WoT
application architecture aimed at streamlining the development of
applications involving smart devices. He also illustrated client—thing
interaction through a sequence diagram, though his proposed
architecture could benefit from a deeper exploration of its
components and their interconnections. Mainetti eral (2015) offered
an architectural approach that includes mechanisms for discovering
devices and virtualizing them outside their physical network.
However, these architectures tend to be conceptual and lack detailed
semantics.

Additionally, Manta-Caro er al (2024) discussed the new
opportunities and challenges brought by loT and WoT, particularly in
the field of information retrieval. They proposed architectural
solutions to manage the vast data generated by interconnected
devices. The use of architectural patterns has also become prevalent
invarious technological contexts, providing targeted solutions within
specific ecosystems. Alnaim er a/, (2019) and Fernandez and Hamid
(2015) applied patterns to model the network function virtualization
architecture. Syed er al (2016a) utilized patterns within Fog
Computing to address particular challenges, while Hashizume er al
(2012) extensively employed patterns to tackle architectural issues in
cloud environments.

4. A Pattern for Web of Things Gateway

(] Intent: To enable interoperability and standardized interaction
among diverse loT devices and services in various application
domains.

° Context: Within the loT ecosystem, devices and services must
communicate  effectively  regardless of their underlying
implementations and across multiple networking protocols.

° Example: John's home contains various loT devices, including a
Bluetooth-enabled smart door lock, a Wi-Fi-connected TV, and smart
lighting that operates on ZigBee. The diversity in communication
protocols means each device requires its own specific application for
control, complicating the management process. Currently, there is no
unified standard that allows all these devices to be controlled
seamlessly through a single application or platform.

(] Problem: IoT devices vary widely in their implementations and
communication protocols, creating a heterogeneous ecosystem. To
facilitate smooth and effective interaction between these devices, it is
crucial to ensure interoperability across this diverse landscape.

The solution is influenced by the following forces:

1. Compatibility: Maintaining compatibility among an ever-
growing number of loT devices is a significant challenge. As
new models and versions are released, they must
communicate and function with older devices without
requiring frequent upgrades or replacements.

2. Scalability: As loT ecosystems expand in terms of both the
number of devices and the volume of data generated,
scalability becomes a critical concern.

3. Interoperability: loT devices vary in their platforms and
protocols. Ensuring seamless interoperability among
heterogeneous devices remains a core challenge.

4. Discoverability: In an loT ecosystem, devices frequently join
and leave the network. Automatic discovery and integration of
new devices are essential for maintaining an up-to-date and
responsive system.

5.  Resource Constraints: loT devices often have limitations in
processing power, memory, and energy, which complicates
the implementation of complex communication protocols
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and data processing tasks.

6.  Security: loT devices often collect and transmit sensitive data.
Ensuring security and privacy is crucial, but the diversity of
devices and protocols makes it difficult to implement uniform
security measures.

° Solution: Utilize the WoT building blocks, which support describing
network interfaces for loT devices and services, define
communication protocols, and facilitate the discovery, consumption,
and exposure of loT devices ("Things").

o Structure: Figure 1 presents a UML class diagram for WoT
architecture. A "Thing" represents one or more physical loT devices
within a network responsible for collecting data and performing
actions. Things can interact with other Things. A node device, which
could be an edge, fog, or cloud server, manages the interactions of
multiple Things. Each Thing is described by its own TD, which
provides a machine-readable vocabulary for defining the physical
device. TDs can be implemented over multiple protocols, each
requiring a different Binding Template.

The WoT Discovery mechanism manages TDs for various devices.
When a device (Thing) is discovered, its TD is retrieved by the WoT
Discovery component, allowing clients or services to understand the
capabilities and interaction affordances of the discovered Thing. The
WoT Discovery component also communicates with the Node to
register new devices joining the network and to query devices based
on specific criteria.

In this case, the Node may act as a client to the discovery service when
searching for new devices to manage or integrate. Users can send
commands to Things via the API, enabling interaction and control
within the loT ecosystem.

Figure 1. Class diagram of the WoT pattern

1 * 1
API Node

User

1 1

Thing * Thing
Description Discovery

-

*

Binding
Template

(] Dynamics: This section delves into the operational aspects of the WoT
architecture to elucidate how the various elements of the WoT
architecture interact and coordinate in practical scenarios through
illustrative sequence diagrams. Two UCs are presented: one in a Smart
Agriculture System and the other in a Health Monitoring System.

4.1. Use Case-1 (UC1): Unified Device Management

Summary: This scenario demonstrates how diverse Thing devices are
unified under a single management platform by utilizing
the Node, which aggregates access to all the Things'
properties. Figure 2 presents a sequence diagram for this
UC.

Actor: User
Precondition: The Node is pre-configured with all connected Things.

Description: Several IoT devices are installed in a user's premises and
are ready to be utilized.

1. The user launches a unified application (e.g., a mobile application)

designed to communicate with the Node, which serves as the central

point for device management in the home.

The user sends a request to a Thing device to perform a task.

3. The Node forwards the formatted commands to the Thing devices.

4. The Thing devices acknowledge the completion of the commands
and send confirmation to the Node.

5. The Node relays the acknowledgment to the user.

N

Postcondition: Requests sent to the diverse Thing devices are
fulfilled using one unified control management platform.

Figure 2. Sequence diagram for the use case "unified device management"
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4.2. Use Case-2 (UC2): Adjust Irrigation

Summary: This scenario illustrates how an loT moisture sensor
autonomously monitors soil moisture levels and
activates an irrigation process through a smart
ecosystem when necessary. Upon detecting low
moisture, the sensor's data prompts either user
intervention or an automated response, triggering an
irrigation controller to hydrate the soil. In this case, the
scenario highlights how a controller initiates an
irrigation request based on predefined rules within the
Node. Figure 3 provides the sequence diagram for this
UcC.

Actor: loT sensor

Precondition: The loT sensor monitors soil moisture levels and
detects that the soil moisture is below the predetermined threshold.

Description:

1. After measuring soil moisture, the sensor (a Thing) detects that the
moisture level is below the predetermined threshold.

2. The sensor sends the measurement data to the Node.

3. TheNode, utilizing WoT Discovery, identifies the sensor and retrieves
its TD to interpret the data format and meaning.

4. TheNodesends acommand to the irrigation controller, activating the
irrigation system.

5. Theirrigation controller sends a confirmation or status update back
to the Node.

Postcondition: The Node provides the user with reports about the
soil moisture level.

Figure 3. Sequence diagram for use case "adjust irrigation”

‘ Sensor ‘ Node .M Thi'.ng. Controller
Discovery Description

1. detects_moisture_ M
level();

2. send_data(); H
3. retrieve_properties();, |:| H
pretneve properiesty, H

3. retrievé_properties();

4. send_command();

knowledgment();
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4.3. Use Case-3 (UC3): Smart Emergency Response
System
Summary: This UC illustrates a Smart Healthcare Monitoring System
that leverages the WoT architecture to enhance patient
care by continuously monitoring health metrics through
connected medical devices in a healthcare facility.
Actors: loT sensor, medical staff

Precondition: All IoT medical devices are operational and connected
to the WoT gateway, with the system configured to monitor and
respond to specific health metric thresholds.

Description:

1. loT health sensors (e.g., heart rate monitors and blood pressure
sensors) continuously collect patient data and transmit it to the WoT
gateway.

2. The WoT gateway analyzes the incoming data against predefined
health thresholds. If abnormalities are detected, it triggers alerts to
medical staff and initiates necessary medical protocols.

3. Based on the analyzed data, automated adjustments to medical
devices may be performed, such as modifying oxygen levels or
administering medication through connected dispensers.

4. In critical conditions, the system automatically alerts emergency
medical teams and provides detailed patient data to facilitate a rapid
response.

Postcondition: Appropriate medical responses are executed.
® Implementation

To understand the implementational aspects of WoT, we need to
delve into its ecosystem and the possible scenarios where Thing
devices are connected and implemented. Figure 4 shows a schema
diagram of the WoT ecosystem. The ecosystem contains various
heterogeneous loT devices, some of which can be connected to each
other, allowing for direct communication and collaboration.

The devices can be implemented through edge or fog computing to
optimize data processing and decision-making closer to the source of
data generation, while others are implemented directly in the cloud
for broader data analysis and storage. Some devices are owned by
companies, indicating their integration into business operations,
while others are owned by individuals. All devices are connected and
controlled by WoT (i.e., a web browser), ensuring standardized
interactions and seamless interoperability across this diverse device
environment.

Figure 4. Schema diagram of the WoT ecosystem

Fog/Edge

owned|by

conngcted to

I Thing Device

: |Thing Device Thing Device ‘ |Thing Device | |Thing Device |

IinkedI
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A notable example of WoT implementation is the Mozilla WebThing
Gateway (Bolar, 2020), a smart loT gateway that emphasizes
interoperability and security. It plays a crucial role in connecting
various loT devices, allowing them to communicate and interact
effectively in a standardized manner. The gateway serves as the
central point of interaction for devices in the WoT network,
resembling the Node class in our pattern.

o Known Uses

This section highlights real-world applications of the WoT, illustrating
its practical utility and adaptability in addressing complex challenges
across various domains. These examples provide insights into how

the WoT pattern enhances functionality, interoperability, and
efficiency in diverse loT systems.

One example is Greenhouse Horticulture, which utilizes various
sensors and facilities (such as heaters, CO2 generators, and sheet
controllers) connected to a gateway and managed via the cloud. This
system employs WoT architecture and WoT TDs to optimize
environmental conditions, including temperature, humidity, and
CO2 concentration, for plant growth. It demonstrates the application
of WoT in agricultural technology (Matsukura and Kamiya, 2019).

Another example is in education, where an loT remote lab enables
students to interact remotely with various loT devices as part of a
practical course (Korkan, 2020). This setup includes robotic arms,
conveyor belts, motorized sliders, and sensors for atmospheric data.
The course allows students to build mashup applications, deepening
their understanding of WoT technologies. These applications
leverage the WoT TD and Scripting API, providing hands-on
experience in controlling physical devices and verifying actions via
video streams. This UC emphasizes the importance of standardized
resource sharing in educational settings (Steinhorst and Korkan,
2020).

Lastly, the Eclipse Thingweb Project leverages W3C WoT standards to
create loT solutions that are both scalable and interoperable.

Key features of this implementation (Eclipse Foundation, ThingWeb)
include:

1. Device Description: Utilizing standardized formats to describe device
information, capabilities, and data schemas. This ensures that devices
can be understood and managed consistently across different systems.

2. Device Integration: Providing connectivity for devices via various loT
protocols under a uniform interface. This approach enables diverse
devices to communicate effectively, regardless of their underlying
protocols.

3. Device Description Validation: Ensuring consistent metadata for
devices across directories, which is crucial for maintaining the
accuracy and reliability of device information.

4. Application Development: Offering a web browser-like runtime for
developing portable loT applications. This feature allows developers
to create flexible, headless applications suited for various loT scenarios.

5. Other Services: Including several libraries, tools, and services such as
node-wot for building loT devices, a playground for TD validation, and
Online Things for simulating loT devices. This project provides a
comprehensive set of tools for developers to build interoperable loT
solutions while maintaining flexibility in their development choices.

o Consequences

This pattern provides the following advantages:

1. Compatibility: Utilizing TDs as a uniform interface allows
devices with different models and versions to interact without
direct compatibility issues.

2. Scalability: Employing the Node as a central point to manage
connections and data flow between a vast number of Thin
devices enables the system to scale effectively. By offloading
device management and communication handling to Nodes,
which are designed to efficiently process and route messages
across the network, the architecture supports a growing
ecosystem.

3. Interoperability: Leveraging Binding Templates alongside WoT
TDs defines how devices communicate over various protocols.
This setup ensures that devices can not only exchange data but
also interpret and act on the information received, regardless of
the underlying communication standards.

4. Discoverability: Implementing dynamic discovery mechanisms
within the WoT Node allows it to automatically detect new
devices and their services based on their TDs. This facilitates the
seamless addition and integration of devices into the ecosystem,
enhancing system responsiveness and user experience.

5. Security: Integrating security protocols directly into TDs and
enforcing them through the Node ensures robust system
protection. This includes specifying authentication mechanisms,
data encryption methods, and access control policies within TDs,
ensuring all interactions with and between devices adhere to
predefined security standards.
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®  Related Patterns

1. Cloud Ecosystem Pattern (Syed and Fernandez, 2018): lllustrates the
dynamic interaction between loT devices and various components of
ecosystem patterns within the cloud infrastructure.

2. Gateway Pattern for Integrated loT Systems (Tekinerdogan and
Koksal, 2018): Presents several gateway patterns integrated into loT
systems, including one focused on web services.

3. Design Patterns for the Industrial Internet of Things (lloT) (Bloom eral,
2018): Describes communication protocols for lloT applications.

4. An Ontology Design Pattern for loT Device Tagging System
(Charpenay eral, 2015).

5. A Pattern for Secure loT Thing (Fernandez er al, 2007): Presents a
pattern for adding security to loT devices.

5. Comparative Analysis

In this section, we present a detailed comparative analysis to examine
the key components that play pivotal roles in the WoT architecture ,
specifically focusing on API, Node, Thing, TD, Thing Discovery, and
Binding Template. This focused approach enables a direct
comparison of how each architecture incorporates and supports
these essential elements, highlighting areas where our architecture
provides significant improvements or novel contributions.

As shown in Table 1, our architecture offers a more robust and
flexible API, capable of supporting a diverse range of protocols and
data formats, compared to the basic or RESTful-focused APIs in other
architectures. The Node component, which is largely undefined in
other works, is a key feature of our architecture. It enables
sophisticated network operations and local data processing, which
are crucial for real-time loT applications.

Moreover, our architecture enhances the management and
interoperability of Things by providing advanced features for
autonomous operations and dynamic, detailed descriptions. This
ensures seamless integration and operability within loT ecosystems,
representing a significant advancement over the simpler object
management and static descriptions seen in the compared
frameworks.

Additionally, the automated Thing Discovery mechanisms in our
architecture support dynamic loT environments, in contrast to the
manual or socially enhanced methods in earlier models. Furthermore,
the Binding Template in our architecture supports a variety of
communication protocols, offering greater adaptability than the
more limited implementations found in other studies.

Table 1. Comparison of the proposed architecture with the existing architecture

Architectural . Guinard er | Zhangeral, . Mainetti er al,
e Our Architecture a1, (2010) (2012) Guinard (2011) (2015)
) ResTulapy | RESTRIAPIS - prcrriapt | Limited AP
AP for device . integrated with .
for basic X focusing on scope focused
API management and N social . K
S N device ) device primarily on
data interaction . . networking . I
interaction interaction | device discovery
features
i
managing network [ Not explicitly | Not explicitly Not explicitly . g
Node L o X A devices outside
communication defined defined defined

and processing their physical

network
Basic Thin;
Thing integrati s
. . . integration
management with [ Basicsmart | Enabled Things AN 8
. 3 . Basic Thing without
Thing communication Things with limited X
. ! management extensive
and control integration | control features
management
features
features
Thing descriptions i Structured
. . . Descriptions -
Thing to facilitate Basic static | . . descriptions for .
L2 . o - integrated with - Not emphasized
Description interoperability | description application
. social profiles
and automation development
Discover Discover; Advanced
over ey Enhanced N
mechanisms with [ mechanisms . discovery
Thing discovery . i
. support for based on Not emphasized [ mechanisms for
Discovery . through social . R
dynamic RESTful . . virtualized
? X interactions X
environments services environments
Templat Moderate
emplates
. P X Basic binding binding -
Binding supporting X L . Not explicitly .
N usingweb | capabilities with ) Not emphasized
Template multiple protocols defined

standards | afocus onweb

and data formats R .
integration

6. Conclusions and Future Works

This research presents an architectural pattern for the WoT, an area
that has, until now, lacked precision in its modeling approach. The
framework developed here not only aligns with the intricate
requirements of the WoT environment but also enhances its
interoperability and efficiency. The architecture proposed in this
study is intended to serve as a foundational guide for future WoT
architectures, providing a replicable and scalable approach for
integrating the vast array of loT devices into the web ecosystem.
Additionally, the pattern lays the groundwork for creating a
comprehensive RA for the IoT/WoT ecosystem.
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