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ABSTRACT

This research paper conducts a comparative analysis of the "legitimate interests" basis for personal data processing under the General Data Protection Regulation
(GDPR) and the Saudi Personal Data Protection Law (PDPL). The study aims to explore how each regulatory framework defines and regulates the use of legitimate
interests, focusing on the balancing test required to ensure that data subjects' rights are respected. The research methodology involves doctrinal analysis of
primary legislation and a comparative approach to identify differences in procedural requirements and safeguards. The analysis reveals that while both the GDPR
and the PDPL permit the use of legitimate interests, the GDPR offers a more flexible approach with a detailed balancing test, whereas the PDPL imposes stricter
limitations, particularly concerning sensitive data. Key judicial precedents are examined to illustrate the application of legitimate interests in various contexts,
emphasizing the importance of proportionality, transparency, and accountability. The paper concludes by suggesting best practices for data controllers in both
jurisdictions and advocating for greater harmonization and procedural guidance to ensure consistency and compliance. The findings underscore the need to
balance organizational interests with individual privacy rights, especially in light of increasing digital data usage, to foster trust and ensure ethical data processing.
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1. Introduction

In contemporary data—protection regimes, Iegitimate interests
operate as an independent legal basis that permits personal-data
processing without prior consent, provided that stringent safeguards
are observed (European Union, 2016; Personal Data Protection Law,
2021). It offers organizations the flexibility to process data without
explicit consent when certain conditions are met, aiming to balance
operational needs with individuals' privacy rights (Voigt and
von dem Bussche, 2017). Accordingly, the study undertakes a
doctrinal comparison of how the European Union (EU)'s General
Data Protection Regulation (GDPR) and the Saudi Personal Data
Protection Law (PDPL) articulate and operationalize the legitimate-
interest ground. By examining how each framework defines,
regulates, and implements legitimate interests, the study seeks to
elucidate the complexities and challenges organizations face in
ensuring compliance while respecting data subjects' rights.

The GDPR has become the de facto global benchmark for data-
protection regulation. Global diffusion of EU data protection
standards remains pronounced: Greenleaf’s latest global survey
counts 172 countries with data privacy laws as of April 2025, and his
successive assessments since 2021 describe "GDPR dominance,"
noting that most new or substantially revised laws outside the EU
show significant GDPR influence (Greenleaf, 2021). Practitioner
updates likewise show recent enactments and amendments in
multiple regions aligning with GDPR requirements, reflecting a
broader "Brussels effect". Its mature regulatory mechanisms
reinforced by a substantial body of Court of Justice and supervisory-
authority jurisprudence offer a tested template for applying the
legitimate-interest balancing test. Setting this widely emulated
framework against the Kingdom's recently enacted PDPL yields two
scientific benefits: first, it provides a doctrinal yardstick that identifies
where the PDPL aligns with, adapts, or departs from internationally
accepted standards; second, it shows how core GDPR principles are
recalibrated within Saudi Arabia’s civil-law/Sharia hybrid system and
socio-economic priorities. Analyzing these convergences and

divergences equips scholars and policymakers with evidence-based
insights for refining the PDPL and advancing global interoperability
in privacy governance.

The primary objective is to dissect the definitions, requirements, and
procedural safeguards that govern legitimate-interest processing in
both the GDPR and the PDPL. The research addresses key questions
regarding the similarities and differences between the two laws, the
obligations of data controllers, and the implications for data subjects’
rights. By exploring practical examples and examining judicial
precedents, the paper offers a comprehensive understanding of how
legitimate interests function within these legal contexts.

This study adopts a doctrinal and comparative legal methodology,
analyzing primary legislation and relevant case law to provide a
nuanced analysis of legitimate interests (Watkins and Burton, 2017).
The findings aim to inform best practices for data controllers and
contribute to ongoing discussions on harmonizing data protection
laws (Hijmans, 2016). Ultimately, the paper underscores the
importance of a balanced and transparent approach to legitimate
interests, emphasizing the need to protect individual privacy rights
amid evolving technological advancements (Gellert, 2018; Tene and
Polonetsky, 2013).

1.1. Methodology:

Methodologically, the study applies a doctrinal-comparative
framework that combines textual, systematic, and teleological
interpretation, then evaluates each rule against accepted canons of
proportionality, necessity, and effectiveness (Hutchinson and
Duncan, 2012). First, the analysis cross-reads GDPR Arts. 6(1)(f), 5
and 24 with Recitals 39 and 47, and PDPL Arts. 6, 10 and 16 with
PDPL IR Arts. 19 (assessment) and 20 (transparency), thereby testing
internal coherence. Second, a systematic mapping links those articles
to their implementing instruments most notably GDPR Recitals 39
and 47 and the PDPL Implementing Regulations, Arts 19—20—so
that internal cross-references (e.g., between PDPL Art. 16 and
Regulation Art 19 on balancing tests) are evaluated in context. Third,

Corresponding Author: Ahmed M. Bamashmoos

00966112613500, Asalem@seu.edu.sa


https://doi.org/10.37575/h/law/250030

69

a teleological lens assesses how the balancing test advances the
statutes’ shared purpose of protecting fundamental privacy while
enabling socially useful processing. For the GDPR, judicial and
supervisory-authority jurisprudence (e.g., Volker and Markus
Schecke, Court of Justice of the European Union (CJEU)) provides
interpretative guidance, whereas the PDPL analysis remains strictly
doctrinal because no Saudi court or administrative rulings applying
the law have yet been published. This layered technique delivers a
comparison that is both conceptually rigorous and practically
relevant for regulators and data controllers in each jurisdiction.

2. Literature Review

This literature review begins by tracing the historical development of
data protection laws to contextualize the emergence of "legitimate
interests” as a lawful basis for data processing. It then explores how
the GDPR and the PDPL define and regulate legitimate interests,
examining the legal frameworks, challenges, and requirements
associated with this concept. The review focuses on how these laws
balance organizational needs with the rights of data subjects,
highlighting key judicial precedents and the inherent challenges in
applying legitimate interests in practice.

2.1. Historical Development of Data Protection Laws:

Early European instruments (ECHR, 1950; Convention 108, 1981;
OECD Guidelines, 1980; Directive 95/46/EC, 1995) laid the doctrinal
foundations later refined by the GDPR and, in Saudi Arabia, the PDPL.

2.2. Judicial Precedents on Legitimate Interests:

This section distils four leading CJEU judgments— Schecke, Breyer,
Jehovan rodistajar, Fashion ID—each mapped to one of the
comparison criteria above, thereby demonstrating the practical
calibration of purpose, necessity, and balancing. These precedents
provide important insights into how courts balance organizational
needs with individuals' privacy rights, offering guidance that informs
both the GDPR and the PDPL frameworks.

2.3. Volker und Markus Schecke Case (CJEU, 2010):

The Volker und Markus Schecke case (Joined Cases C-92/09 and C-
93/09) dealt with the publication of beneficiaries of EU agricultural
subsidies, where the European Commission mandated that names of
recipients and amounts received be published online. The CJEU ruled
that this measure was disproportionate and infringed on individuals’
privacy rights, as it did not properly balance the interest in
transparency against the fundamental rights of the data subjects. The
Court stressed that blanket justifications for processing such as
promoting transparency in public spending were not sufficient
without considering less intrusive alternatives and the impact on
privacy. This ruling underscores the need for a thorough assessment
whenever legitimate interests are relied upon as a basis for data
processing. It also highlights the importance of respecting data
subjects' rights, particularly regarding sensitive personal information.
The decision set an important standard, especially for public
authorities, on how they must justify their actions under the
legitimate interests basis to ensure compliance with data protection
laws.

2.3.1. Breyerv Germany (CJEU, 2016)

In Breyer (C-582/14) the Court held that website operators may log
visitors" dynamic IP addresses to defend against cyber-attacks,
recognizing server security as a legitimate interest. Crucially, the Court
stressed proportionality: retention periods must be limited and data
disclosed only where strictly necessary, illustrating that even security
interests require a calibrated balancing of risks and safeguards.

2.3.2. Jehovan todistajat (CJEU, 2018)

In Tietosuojavaltuutertu v Jehovan todistajar (C-25/17) the Court
confirmed that a religious community canvassing door-to-door could
rely on legitimate interests, but only if data subjects reasonably
expected such processing and appropriate opt-out mechanisms were
provided. The ruling sharpened the "reasonable expectations” limb of
Recital 47 and underscores the need for context-specific balancing.

2.3.3. Fashion ID (CJEU, 2019)

In Fashion ID GmbH(C-40/17) the Courtfound that an online retailer
embedding a Facebook "Like" plug-in pursued a commercial
legitimate interestin optimizing publicity. Nonetheless, the controller
had to ensure transparent disclosure and obtain user consent for any
tracking cookies, demonstrating that commercial gain alone is
insufficient where intrusive technologies are employed.

3. Challenges of Using "Legitimate
Interests" as a Legal Basis for Data
Processing

The use of "legitimate interests” as a lawful basis for data processing
presents several challenges due to its inherent flexibility and the
necessity of balancing the interests of data controllers with the
fundamental rights of data subjects (Dolenc, 2020). These challenges
are complex and multifaceted, affecting both parties involved.

3.1. Complexity of the Balancing Test:

Relying on legitimate interests necessitates conducting a balancing
test (GDPR Art. 6(1)(f), Recital 47; PDPL Art. 16(1)(b)). This test
involves evaluating whether the controller's legitimate interest
outweighs the fundamental rights and freedoms of the data subject.
Factors such as the nature of the data, the relationship between the
data subject and the controller, the data subject’s expectations, and
the potential impact of processing must be considered. The subjective
nature of this evaluation, without clear guidelines on weighting
different interests, makes the assessment complex and potentially
inconsistent across organizations (Zufall era/, 2022).

3.2. Lack of Predictability for Data Subjects:

Assessing the data subject's reasonable expectations regarding the
processing of their personal data is critical (Wachter and
Mittelstadt, 2019). What is considered "reasonable” can vary greatly
among individuals, resulting in a lack of predictability for data
subjects who may not understand why their data is processed
without explicit consent (Balboni er af, 2013). This subjectivity
challenges the protection of individual privacy and can erode trust
between data subjects and controllers.

3.3. Compliance Burden for Data Controllers:

Data controllers are required to perform and document the balancing
test, justifying their decision to rely on legitimate interests (PDPL
Implementing Regulations, Art. 16(3)). Under the GDPR, this involves
conducting a Legitimate Interests Assessment (LIA), which can be
resource-intensive (Freitas and Mira da Silva, 2018). The
accountability principle mandates that controllers demonstrate
compliance, adding legal and operational risks if they fail to justify
their processing adequately (GDPR Art. 5(2); PDPL Art. 16).

3.4. Conflicts with Data Subject Rights:

Data subjects have various rights, such as the right to object to
processing, access their data, and restrict processing (GDPR Arts. 15,
18 and 21; PDPL Art. 4)‘ Using Iegitimate interests can create tensions
between these rights and the needs of controllers. For example, when
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a data subject objects to processing, the controller must assess
whether their legitimate interest overrides the individual's rights,
which may not always be straightforward. This can lead to disputes
and enforcement actions by data protection authorities.

3.5. Interim Summary on Challenges:

The challenges associated with using "legitimate interests" as a lawful
basis for data processing highlight the importance of cautious and
transparent application. The inherent flexibility and ambiguity can
lead to inconsistencies and potential misuse, affecting both data
controllers and data subjects. A thorough understanding of these
challenges is essential for organizations to navigate the complexities
of data protection laws effectively and to maintain trust with
individuals whose data they process.

4, Comparative Matrix — Analytical
Criteria

The comparison follows three criteria (1) scope, (2) procedural
safeguards, and (3) judicial or regulatory interpretation summarized
in Table 1 below.

Table 1. Comparative Matrix of Legitimate-Interest Requirements in the GDPR and the

PDPL
Criterion GDPR Highlight PDPL Highlight Key Precedent / Reg
1.5cope Art.6(1)(f) — broad Arts. Gand 16 - Breyer (security scope)
purposes permitted | excludes sensitive data
Arts. 24 (LIA) and 25 PDPLIR Arc. 19 Schecke
2. Safeguards (privacy by design) (documented (proportionality)
P oy 8 assessment) prop Y
3 It cati CJEU case-law No case-law yet; Jehovan todistajat (CJEU
- nterpretation shapes balancing textual + Reg 19 2018), Fashion ID

5. The GDPR Legitimate Interests

5.1. Definition and Scope of Legitimate Interests Under the
GDPR:

Under the GDPR, Article 6(1)(f) provides a legal basis for processing
personal data when it is necessary for the purposes of legitimate
interests pursued by the data controller or a third party, except where
these interests are overridden by the interests or fundamental rights
and freedoms of the data subject (GDPR Art. 6(1)(f); European Data
Protection Board, 2024; Article 29 Working Party, 2014). This legal
basis serves as a flexible option that enables data controllers to
process data for various purposes that benefit their operations,
provided that the rights of individuals are not unduly affected (Voigt
and von dem Bussche, 2017). Recital 47 of the GDPR provides
further clarification by emphasizing that the concept of legitimate
interests requires the balancing of the interests of data controllers
with those of data subjects (Lachaud, 2018). It highlights that the
expectations of the data subject are crucial in determining whether
legitimate interests may apply (Lachaud, 2018). The reasonable
expectations of individuals based on their relationship with the data
controller must be taken into account, particularly in cases where the
data subject is an existing customer or employee (Voigt and
von dem Bussche, 2017). Textually, the qualifier "necessary” in Art.
6(1)(f) must be read in light of Recital 39's proportionality aim, a view
endorsed in Breyer v Germany (C-582/14).

5.2. The Three-Part Test for Legitimate Interests:

To apply the legitimate interests basis, controllers must satisfy a
three-part test: the purpose test, the necessity test, and the balancing
test (Article 29 Working Party, 2014). Each of these tests must be
passed for legitimate interests to be considered a valid legal basis for
data processing under the GDPR (Voigt and von dem Bussche, 2017).

5.21. Purpose Test

The purpose test involves examining the legitimacy of the interest
pursued by the data controller or a third party. The interest must be
lawful, explicit, and specific, meaning that the data controller must have
aclearly defined reason for processing that complies with relevant legal
and ethical standards (Lynskey, 2015). Legitimate interests can
encompass a wide range of purposes, such as fraud prevention,
ensuring network security, or engaging in direct marketing activities
(Article 29 Working Party, 2014). However, this interest must be
genuinely legitimate, without conflicting with the laws or rights of
others. If the controller's purpose is unlawful or unethical, then it will
not pass the purpose test (Gonzalez Fuster, 2014).

5.2.2.  Necessity Test

The necessity test requires data controllers to analyze whether the
processing is necessary to achieve the stated purpose (Voigt and
von dem Bussche, 2017). This involves determining whether the
same outcome can be achieved through other, less intrusive means.
The necessity test ensures that the data processing is not excessive
and that the chosen means are proportionate to the intended purpose
(Lynskey, 2015). If an alternative approach exists that involves less or
no personal data, the controller must consider that option. For
instance, in direct marketing, if personalized advertisements can be
delivered without using personally identifiable information, that
method should be preferred over one that involves extensive
profiling (Gonzalez Fuster, 2014).

5.2.3. BalancingTest

The balancing test evaluates the competing interests between the data
controller and the data subject. This test requires the controller to
determine whether the interests of the organization outweigh the rights
and freedoms of the data subject (Article 29 Working Party, 2014).
Several factors are considered during this assessment, including the
potential impact on the data subject, the sensitivity of the data being
processed, the reasonable expectations of the data subject, and
whether adequate safeguards are in place to protect the individual's
rights (European Data Protection Board, 2019). For example, if the
processing involves sensitive data, such as health information, the
rights of the data subject are likely to outweigh the legitimate interests
of the controller, especially if processing is not essential to the
controller's purpose (Lynskey, 2015). To mitigate the impact on
individuals, controllers must implement safeguards, such as data
minimization, privacy notices, and the possibility for individuals to opt
out of processing (Voigt and von dem Bussche, 2017).

5.3. Challenges for Data Controllers Under the GDPR:

The use of legitimate interests as a lawful basis under the GDPR comes
with several challenges. One of the main challenges is the requirement
to conduct an LIA, which involves documenting each of the three parts
of the test (Information Commissioner’s Office, 2019). Controllers must
provide a comprehensive explanation of the purpose of the processing,
why itis necessary, and why they believe the data subject’s rights do not
override their interests (Voigt and von dem Bussche, 2017). This
assessment must also be documented to demonstrate compliance with
the GDPR’s accountability principle, meaning that data controllers must
be ready to justify their use of legitimate interests to supervisory
authorities if required (GDPR, Art. 5(2)).

Another challenge is maintaining transparency (Goddard, 2017). The
GDPR requires that data controllers be transparent with data subjects
about the use of their data (GDPR Arts. 13—14). When relying on
legitimate interests, organizations must clearly inform data subjects
about the processing, the specific interests pursued, and the rights
available to them, such as the right to object to processing
(European Data Protection Board, 2019). Maintaining this level of
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transparency can be complex, particularly when processing is carried
out for multiple purposes that may not be immediately apparent to
the data subject.

Furthermore, data controllers must ensure that appropriate
safeguards are in place to protect data subjects (GDPR, Art. 25). These
safeguards include measures like data minimization, which limits the
data collected to only what is strictly necessary, and the
implementation of privacy-enhancing technologies (European Union
Agency for Cybersecurity, 2018). Without such safeguards, data
processing is more likely to have a negative impact on data subjects,
which could mean that the processing would not meet the balancing
requirement of Article 6(1)(f) (Lynskey, 2015).

5.4. Practical Examples of Legitimate Interests:

One common example where legitimate interests can be applied is
fraud prevention. Data controllers may process personal data to
identify and prevent fraudulent activities, as fraud prevention is in the
interests of both the organization and society at large (Voigt and
von dem Bussche, 2017). For example, banks may process transaction
data to detect unusual patterns that indicate fraudulent activities. In
such cases, the legitimate interests of fraud prevention often outweigh
any minimal privacy intrusion, particularly when safeguards like
encryption and anonymization are in place (Goddard, 2017).

Another example is direct marketing. Recital 47 of the GDPR expressly
recognizes that processing personal data for direct marketing purposes
may be pursued under the legitimate-interest legal basis. Where
permitted by the ePrivacy Directive’s “soft opt-in,” organizations may
send marketing communications to existing customers on an opt-out
basis, provided they respect data subjects’ preferences and offer an easy
way to opt out of future communications (European Union, 2016,
Recital 47; Directive 2002/58/EC, art. 13(2)). In this case, the balancing
test is essential to determine whether the data subject’s rights override
the marketing interests of the controller, and organizations must ensure
thatindividuals are not subjected to excessive or unexpected intrusions
(Lynskey, 2015).

In conclusion, the use of legitimate interests under the GDPR involves
a structured assessment process designed to ensure that the rights of
data subjects are respected. Controllers must clearly define the
purpose of processing, ensure that processing is necessary to achieve
that purpose, and carefully balance their interests against the rights
of individuals. This requirement for accountability and the
expectation of thorough assessments pose challenges for data
controllers but also ensure that personal data is processed lawfully
and ethically, maintaining trust between organizations and
individuals (Gonzalez Fuster, 2014).

6. The PDPL’s Legitimate Interests

6.1. Definition and Scope of Legitimate Interests Under the
PDPL:

Under the PDPL, the concept of legitimate interests is provided for in
Articles 6 and 16 (Personal Data Protection Law [PDPL], 2021; see
criteria 1-3). Article 6 states that the processing of personal data may
be carried out without obtaining consent from the data subject if itis
necessary for achieving the legitimate interests of the controller,
provided that it does not conflict with the rights and interests of the
datasubjectand no sensitive data is processed (PDPL Art. 6). Sensitive
data includes information related to racial or ethnic origin, religious
beliefs, health, genetic data, and others that could pose a greater risk
to individuals’ privacy if mishandled (PDPL Art. 2). Article 16 provides
further details on how legitimate interests are defined within the
context of data processing. This article requires data controllers to

ensure that processing for legitimate interests is balanced against the
rights and interests of the data subject (PDPL Art. 16). The balancing
test involves determining whether the controller’s interests
significantly impact the data subject’s rights, taking into consideration
factors such as the nature of the data and the reasonable expectations
of the data subject (PDPL Art. 16). The PDPL is particularly strict
regarding the use of sensitive data, clearly stating that such data
cannot be processed based on legitimate interests, which limits the
scope of this basis compared to the GDPR (PDPL Arts. 6 and 16).
Systematically, PDPL Art. 16's balancing duty must be read alongside
Implementing Regulation Art 19, which supplies proportionality
factors absent from the statutory text.

6.2. Requirements for Controllers:

The PDPL sets out specific requirements for data controllers when
relying on legitimate interests as a basis for processing (PDPL Art. 16).
One of the key requirements is that data controllers must conduct
and document an assessment of the processing activities to
demonstrate compliance with the law (PDPL Implementing
Regulations). This assessment includes evaluating the necessity of
processing, its legitimacy, and its potential impact on the data
subjects (PDPL Implementing Regulations, Art. 19). If there is any
potential for negative impacts or an infringement of the data subject’s
rights, the data controller must amend the proposed processing or
rely on another legal basis (PDPL Implementing Regulations, Art. 19).
This documentation is essential for ensuring accountability and for
responding to inquiries from regulatory authorities (PDPL Art. 21).

Moreover, there are additional constraints on public authorities
under the PDPL. Public authorities cannot rely on legitimate interests
as a basis for processing unless it serves a specific statutory purpose,
such as security or fulfilling a judicial requirement (PDPL Art. 16). This
limitation ensures that governmental bodies do not overreach in
using personal data, thereby protecting the privacy rights of
individuals (PDPL Art. 16). Additionally, sensitive data is explicitly
excluded from being processed under legitimate interests, imposing
further restrictions on the scope of this legal basis (PDPL Art. 6).

The PDPL’s Implementing Regulations provide further guidance on
the application of legitimate interests (PDPL Implementing
Regulations). They require data controllers to include specific
safeguards to protect data subjects, such as data minimization,
transparency measures, and offering data subjects the right to object
to processing (PDPL Implementing Regulations, Arts. 19 and 20).
These safeguards are designed to ensure that the data subject’s
privacy rights are prioritized and that processing activities are
proportionate to the intended purpose (PDPL Implementing
Regulations, Art. 20).

6.3. Comparative Exam ples:

The use of legitimate interests as a basis for data processing in Saudi
Arabia differs from its application under the GDPR in several ways,
particularly due to the cultural and regulatory context. For example,
while fraud prevention is a common application of legitimate
interests under both the GDPR and the PDPL, the Saudi law imposes
stricter limitations on the types of data that can be processed (PDPL,
2021). Fraud prevention may involve analyzing transaction data, but
any sensitive information, such as biometric or health data, cannot be
used in Saudi Arabia without explicit consent (PDPL Art. 6).

Another example is direct marketing. Under the GDPR, direct
marketing is explicitly recognized as a legitimate interest, provided
that data subjects are informed and can easily opt out (GDPR Recital
47; Voigt and von dem Bussche, 2017). In contrast, the PDPL’s
approach is more restrictive. Direct marketing can only be conducted
if the data subject has consented, which indicates that the legitimate

Bamashmoos, A.M. (2025). The legal framework of legitimate interests: a comparative analysis. Scientific Journal of King Faisal University: Humanities and Management Sciences, 26(2), 68—75. DOI: 10.37575/h/law/250030



72

interests basis may not be sufficient for such activities unless the
consent is obtained separately (PDPL Art. 10). This difference
highlights a more conservative approach in Saudi Arabia towards
data processing that could impact individual privacy.

Overall, the PDPL incorporates stringent safeguards for using
legitimate interests, emphasizing transparency, accountability, and
the exclusion of sensitive data from processing under this basis (PDPL
Arts. 6 and 16). While both the GDPR and the PDPL allow data
controllers to rely on legitimate interests, the PDPL’s framework is
notably more restrictive, focusing on minimizing privacy risks and
maintaining greater oversight over processing activities (PDPL
Implementing Regulations).

7. Balancing Test and Procedural
Requirements: the GDPR vs. the PDPL

7.1. The GDPR Approach:

7.1.1.  Balancing Test Criteria

The GDPR requires data controllers to undertake a balancing test
when relying on legitimate interests as the legal basis for data
processing under Article 6(1)(f) (Regulation (EU) 2016/679, 2016).
The test is designed to determine whether the interests of the data
controller or a third party outweigh the rights and freedoms of the
data subject (Article 29 Working Party, 2014). The balancing test
considers several key criteria:

Transparency. Data controllers must be transparent with data
subjects aboutthe purposes of processing and the legitimate interests
pursued. This requirement entails providing clear privacy notices that
explain why the data is being processed, what legitimate interest
justifies the processing, and how individuals' rights are protected
(GDPR, Art. 13—14).

Accountability. Controllers are obligated to maintain documentation
that demonstrates compliance with the GDPR’s principles, including
the outcomes of the balancing test (GDPR, Art. 5(2)). This
accountability is enforced through an LIA, which provides detailed
reasoning on the necessity of processing and the measures taken to
protect data subjects (Information Commissioner’s Office, 2019).

Rights of Data Subjects. The balancing test must consider the rights of
data subjects, including the right to be informed about processing, the
right to object, and the right to access their data (GDPR, Art. 12—22).
Controllers must ensure that these rights are respected and that any
negative impact on individuals' rights is mitigated (Voigt and
von dem Bussche, 2017). If the processing would infringe on the rights
or cause significant detriment to the data subject, the basis of the
legitimate interest cannot be used (Article 29 Working Party, 2014).

7.1.2. Balance Between Interests

The GDPR emphasizes balancing the legitimate interests of the
controller against the reasonable expectations and rights of the data
subjects (GDPR, Recital 47). In determining whether processing is
permissible, controllers must consider factors such as the nature of
the data and the context of the data collection (Lynskey, 2015). For
example, if the data subject has an established relationship with the
controller (e.g., being a customer), they might reasonably expect
certain uses of their data (GDPR, Recital 47). On the other hand, if
processing involves sensitive data or is unrelated to the purpose for
which the data was originally collected, the data subject’s interests are
more likely to outweigh the controller's interests (Gonzélez Fuster,
2014). The GDPR stresses that appropriate safeguards—such as data
minimization, encryption, and pseudonymization—should be
applied to reduce any negative impact on data subjects (GDPR Arts.
25 and 32; EDPB, 2019).

7.2. The PDPL Approach:

7.2.1. Balancing of Interests

The PDPL takes a similar approach to the GDPR in requiring a
balancing of interests, but it incorporates stricter procedural
requirements for assessing and documenting the justification for
processing based on legitimate interests (PDPL Art. 16). Under Article
16 of the PDPL, controllers must conduct an assessment to ensure
that the legitimate interests do notinfringe upon the rights of the data
subjects (PDPL Art. 16). This assessment must document the specific
purpose of processing, verify that it is aligned with the requirements
of the law, and analyze the impact on the data subjects (PDPL
Implementing Regulations, Art. 19).

The PDPL explicitly requires controllers to conduct a balancing test to
ensure that the processing is justified and does not unduly affect the
privacy or rights of the data subjects (PDPL Art. 16). The balancing
test also involves assessing whether the data subjects could
reasonably expect such processing based on their relationship with
the controller (PDPL Implementing Regulations, Art. 19). Similar to
the GDPR, the PDPL mandates that the assessment process be
documented, and the controller must be prepared to demonstrate
compliance to regulatory authorities upon request (PDPL, 2021, Art.
21). However, the PDPL imposes more stringent restrictions by
excluding sensitive data from being processed under legitimate
interests (PDPL Art. 6).

7.2.2.  Preconditions for Processing

The PDPL sets out several preconditions for processing data under
legitimate interests. These preconditions include:

®  No Processing of Sensitive Data: Unlike the GDPR, which allows
processing of sensitive data under certain conditions with heightened
safeguards (GDPR, 2016, Art. 9), the PDPL prohibits processing
sensitive data under legitimate interests (PDPL Art. 6).

®  Specific Constraints on Public Authorities: The PDPL restricts the use
of legitimate interests by public authorities unless it serves a clearly
defined statutory purpose (PDPL Art. 16).

(] Documentation of Assessments: Controllers must conduct a
documented assessment that includes details about the purpose of
processing, its legitimacy, and whether the processing aligns with the
data subject’s expectations (PDPL Implementing Regulations, Art. 19).
If the assessment finds that the processing negatively impacts the
rights of data subjects, controllers must either amend their approach
or use another lawful basis for processing (PDPL Implementing
Regulations, Art. 19).

7.2.3. Case Study Comparison: Fraud Prevention Example

The GDPR. Under the GDPR, a bank may use personal data for fraud
prevention purposes, relying on legitimate interests as the lawful
basis (GDPR Art. 6(1)(f); GDPR Recital 47). In conducting the
balancing test, the bank would need to assess whether its interest in
preventing fraud outweighs the rights and freedoms of the data
subjects involved (Article 29 Working Party, 2014). Since fraud
prevention is a critical objective that benefits both the organization
and society, and the impact on data subjects is typically minimal
when adequate safeguards (e.g., encryption) are in place, the
legitimate interests of the bank would likely prevail (Voigt and

von dem Bussche, 2017). Transparency measures, such as informing
customers that their data may be used for fraud prevention and
providing an option to object, would also be implemented to satisfy
the GDPR requirements (GDPR Arts. 13—14).

The PDPL. In a similar scenario under the PDPL, the bank must follow
a more stringent process to use legitimate interests as a legal basis
(PDPL Art. 16). The PDPL would require the bank to conduct a
documented assessment and demonstrate that fraud prevention
aligns with the requirements of the law without infringing upon the
data subjects’ rights (PDPL Implementing Regulations, Art. 19).
Unlike the GDPR, the PDPL strictly prohibits using sensitive data (e.g.,
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health or biometric information) for this purpose without explicit
consent, even if itis relevant to the fraud detection process (PDPL Art.
6). Additionally, the bank must ensure that the processing does not
involve any public authorities unless there is a statutory basis for
doing so (PDPL Art. 16).

The differences between the GDPR and the PDPL are apparent in the
level of restrictions and documentation required. While the GDPR
allows for flexibility in processing, provided that a balancing test and
adequate safeguards are in place, the PDPL imposes stricter
limitations, particularly regarding sensitive data and the role of public
authorities (PDPL Arts. 6 and 16). The emphasis on documenting
assessments and excluding sensitive data reflects a more
conservative approach aimed at prioritizing individual privacy in
Saudi Arabia (PDPL Implementing Regulations).

8. Challenges and Criticisms

8.1. Criticisms of Legitimate Interests Under the GDPR:

The use of "legitimate interests" as a lawful basis for data processing
under the GDPR has drawn several criticisms (Kamara and de Hert,
2018). These concerns primarily revolve around the over-reliance on
legitimate interests by data controllers and the lack of consistency in
its application across EU member states (Mahieu er al, 2019). These
issues create uncertainties for both organizations seeking to use
personal data and individuals aiming to understand their rights under
data protection laws (Gellert, 2018).

8.1.1. Over-reliance on Legitimate Interests by Data Controllers

One of the key criticisms of the use of legitimate interests under the
GDPR is the potential for over-reliance by data controllers (Tikkinen-
Piri er al, 2018). As outlined in Article 6(1)(f) of the GDPR, legitimate
interests provide a flexible legal basis for processing personal data
without requiring explicit consent from data subjects (European
Union, 2016). This flexibility has led many organizations to prefer this
basis over more restrictive grounds, such as consent or contractual
necessity (Kamara and de Hert, 2018). There is an expressed concern
that legitimate interests should not be treated as a "last resort" or an
easy option when other grounds for processing do not apply (Article
29 Working Party, 2014). Instead, the legitimate interests basis
requires careful consideration and balancing of interests to ensure
that the rights of data subjects are respected (Lynskey, 2015).

This potential over-reliance is exacerbated by the fact that legitimate
interests, unlike consent, do not require a positive action from the data
subject, making it an attractive option for data controllers (Gellert,
2018). However, the reliance on legitimate interests can result in the
weakening of data subjects' rights, as individuals are often unaware that
their data is being processed based on this basis, especially in contexts
where privacy notices are notsufficiently clear or detailed (Tikkinen-Piri
et al, 2018). The lack of direct engagement, such as asking for consent,
creates an environment where data subjects have less control over their
personal data (Lynskey, 2015). This over-reliance also raises concerns
about transparency, as data subjects may not be fully informed about
the legitimate purposes justifying the use of their data
(European Data Protection Board, 2019).

8.1.2. Lack of Consistency in National Applications

Another major criticism concerns the lack of harmonized application
of the legitimate interests basis across EU member states (Kuner eral,
2019). Despite the GDPR's goal of creating a unified legal framework
for data protection across the EU, the interpretation and application
of legitimate interests vary significantly between jurisdictions
(Hijmans, 2016). For example, some member states have adopted a
stricter interpretation of the legitimate interests basis, while others
have been more lenient in allowing data controllers to rely on it

(Mahieu er al, 2019). This inconsistency can result in an uneven
playing field for businesses operating across different EU countries, as
they may be subject to varying levels of regulatory scrutiny
depending on the member state (Svantesson, 2019).

The lack of consistency also affects data subjects, who may
experience different levels of privacy protection depending on where
they reside (Kuner er a/, 2019). This divergence undermines the
GDPR's core principle of ensuring a uniform level of data protection
across the EU (Hijmans, 2016). It also complicates the task of data
controllers who operate in multiple jurisdictions, as they must
navigate differing interpretations of what constitutes a legitimate
interest and how to perform the required balancing test (Kamara and
de Hert, 2018). The CJEU has occasionally addressed these
inconsistencies, emphasizing the need for a more harmonized
approach (CJEU, 2018). However, practical challenges remain, with
national courts and regulators interpreting the balancing
requirements differently (Brkan, 2019).

8.1.3. Balancing Test and Accountability

Controllers must consider various factors, including the nature of the
interest, the impact on the data subject, and whether the data subject
would reasonably expect their data to be processed in such a way
(Lynskey, 2015). This test is not a simple one-time assessment but
requires careful consideration of all relevant factors to ensure the
protection of data subjects' rights (Voigt and von dem Bussche, 2017).

However, the subjective nature of the balancing test has led to
concerns about accountability (Gellert and Gutwirth, 2013). Without
clear, objective criteria, different organizations may come to different
conclusions about whether their interests outweigh the rights of the
data subject (Tene and Polonetsky, 2013). This lack of a standardized
approach makes it difficult for regulators to enforce compliance
consistently and for data subjects to challenge decisions effectively
(Gellert, 2018). The GDPR does require data controllers to document
their assessments and justify their reliance on legitimate interests, but
the quality and thoroughness of these assessments can vary widely
(Kamara and de Hert, 2018). The absence of a standardized
framework or a common set of criteria for performing the balancing
test contributes to the inconsistencies observed across the EU
(Gellert, 2018).

8.2. Challenges of Legitimate Interests in the PDPL:

The PDPL faces several challenges in the application of legitimate
interests as a lawful basis for data processing. This section explores the
issues related to public bodies' processing practices and the lack of
detailed procedural guidance, which create uncertainties for both data
controllers and data subjects under the PDPL (PDPL Arts. 6 and 16).

One significant challenge with the PDPL is the treatment of public
bodies and their ability to use legitimate interests as a basis for data
processing. According to Article 6 of the PDPL, public entities are
permitted to process personal data if it serves a legitimate interest or
for security purposes (PDPL Art. 6). However, unlike the GDPR, which
requires a balancing test to ensure that the interests of the controller
do not override the rights and freedoms of the data subject, the PDPL
provides limited procedural details and transparency regarding how
public bodies must balance these interests against the rights of
individuals (PDPL Implementing Regulations).

Public entities are granted considerable leeway in the processing of
personal data for purposes such as national security or judicial
requirements, which raises concerns about the adequacy of checks
and balances to protect individual privacy. The absence of detailed
procedural requirements for public entities can potentially lead to
unchecked data processing practices that may undermine
individuals' rights (PDPL Art. 6). Furthermore, Article 6 explicitly
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prohibits the processing of sensitive data under the legitimate
interests basis, adding a layer of protection, but this restriction might
still be insufficient if the scope of what constitutes a "legitimate
interest" remains undefined for public authorities (PDPL Art. 6).

Another issue arises from the lack of independent oversight. While
the PDPL establishes a supervisory authority to monitor compliance,
the effectiveness of this oversight, especially concerning public
entities, can be questioned (PDPL Arts. 21—22). The potential for
conflicts of interest and the difficulty of ensuring accountability in the
case of state actors can make it challenging to enforce data protection
standards consistently.

9. Conclusion

The GDPR and the PDPL both provide for the use of legitimate
interests as a lawful basis for processing personal data, but they differ
significantly in their approach and application. The GDPR offers a
flexible framework with clear emphasis on accountability and
transparency, allowing data controllers to use legitimate interests for
a variety of purposes, including fraud prevention and direct
marketing, provided they conduct a thorough balancing test.
Conversely, the PDPL adopts a more conservative stance, imposing
stricter limitations on the use of legitimate interests, particularly
concerning sensitive data and public authorities. Thus, each
recommendation that follows is mapped back to the benchmark-and-
adapt approach: borrowing proven GDPR mechanisms where fit,
while retaining the PDPL’s culturally grounded safeguards. Both
frameworks require documentation of the balancing test, but the
PDPL lacks detailed procedural guidance, which creates challenges
for compliance and consistency.

Building on the three-part comparative matrix—scope, safeguards,
and interpretation—this paper recommends greater harmonization
and the issuance of detailed guidance to enhance the effectiveness of
legitimate interests as a lawful basis for data processing. Both the GDPR
and the PDPL would benefit from standardized balancing-test criteria
to reduce inconsistencies among data controllers, particularly across
jurisdictions. For the GDPR, clearer definitions of legitimate interest and
structured LIA documentation would preserve the flexibility of this legal
basis without inviting misuse. For the PDPL, procedural clarity is
needed, especially for public bodies, to determine when and how
legitimate interests apply. Harmonized guidance would also support
consistent documentation and balancing-test practices.

9.1. Best Practices:

To minimize risks of infringing on data subjects' rights, the following
best practices should be adopted by data controllers in both the EU
and Saudi Arabia:

. Implement Rigorous LIAs: In line with GDPR Art 24 and PDPL
Implementing Regulation Art 19, controllers should apply the
purpose—necessity—balancing triad and maintain  auditable
documentation (criterion 2 — safeguards).

®  Transparency and Communication: Ensuring transparency with data
subjects is crucial. Data controllers should provide clear and
accessible privacy notices that explain the use of legitimate interests,
including the purpose of the processing and how individuals’ rights
are protected. This should include a clear opt-out mechanism for any
processing that may not align with the reasonable expectations of
data subjects (criterion 2 — safeguards).

. Apply Safeguards: Data controllers should incorporate appropriate
safeguards, such as data minimization, anonymization, or encryption,
to mitigate risks to data subjects. These safeguards ensure that the
processing is proportionate and that the privacy impact on individuals
is minimized (criterion 2 — safeguards).

. Exclusion of Sensitive Data: Reflecting PDPL Art 6's categorical ban and
GDPR Art 9's higher threshold controllers should avoid relying on
legitimate interests for special-category data; where unavoidable, obtain
explicit consent and apply heightened safeguards (criteria 1 and 2).

In conclusion, balancing the legitimate interests of data controllers
with the rights and freedoms of data subjects is essential for ensuring
ethical and lawful data processing. The GDPR and the PDPL each
address this balance differently, with the GDPR offering more
flexibility and the PDPL emphasizing stricter safeguards.
Harmonizing legitimate-interest rules and issuing clear guidance are
vital for consistent compliance. By adopting best practices, ensuring
transparency, and applying robust safeguards, data controllers can
process personal data in a manner that respects both operational
needs and privacy rights, thus achieving a balanced and responsible
approach to data protection.
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